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1.  Introduction 
 
1.1 This data sharing Memorandum of Understanding (MOU) has been developed 

between the Chief Constable of Dorset Police and the Police and Crime 
Commissioner for Dorset to facilitate the lawful exchange of data between the 
Chief Constable and the Police and Crime Commissioner. 

 
2.  The Parties 
 
2.1 The Chief Constable of Dorset Police (herein after referred to as “DP”) of Dorset 

Police of Force Headquarters, Winfrith, Dorset DT2 8DZ. 
 
2.2 The Dorset Police and Crime Commissioner (herein after referred to as “DPCC”) 

of Force Headquarters, Winfrith, Dorset DT2 8DZ. 
 
3. Definitions 
 
3.1 The following words and phrases used in this Agreement shall have the following 

meanings except where the context otherwise requires: 
 
3.2 The expressions “Competent Authority”, “The law enforcement purposes”, 

“consent”, “Controller”, “Processor”, “Data subject and identifiable natural 
person”, “Personal Data”, “personal data breach”, “Special Categories of Data”, 
“Processing”, “Public authority or body”, “Third Party”, Schedule 3 condition, 
“Information Commissioner”, “Data Subject Access Right” have the same 
meaning as within  the General Data Protection Regulation (GDPR) and/or Data 
Protection Act 2018.  The definitions above and reference to legislation can be 
found in appendix three. 

 
3.3 “Government Security Classification” means a scheme for the classification of 

data. 
 
3.4 “Agreement” means this Memorandum of Understanding together with its 

Schedules and all other documents attached to or referred to as forming part of 
this agreement. 

 
3.5 The word ‘including’ shall mean including without limitation or prejudice to the 

generality of any description, definition, term or phrase preceding that word, and 
the word ‘include’ and its derivatives shall be construed accordingly. 

 
4. Purpose 
 
4.1 The Police Reform and Social Responsibility Act 2011 (“the 2011 Act”) creates 

the role of PCCs for each of the police forces in England and Wales and sets out 
the functions that the PCCs must discharge.  

 
4.2  In order for a party to discharge these functions there is a requirement for some 

 information in the possession of DP to be shared with DPCC and vice versa. 
 
4.3 The legal justification for sharing some information between the parties is derived 

from the 2011 Act, the Policing and Crime Act 2017 and Policing Protocol Order 

https://ico.org.uk/
http://www.legislation.gov.uk/ukpga/2017/3/contents/enacted
http://www.legislation.gov.uk/uksi/2011/2744/made
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2011 (“the Protocol”).  The Data Protection Act 2018 (“the 2018 Act”), Freedom 
of Information Act 2000 (“the 2000 Act”) and General Data Protection Regulation 
(GDPR) must also be taking into consideration.  Section 36 of the 2011 Act 
states:  

 
36 Information for elected local policing bodies 
(1) A chief officer of police must give the relevant elected local policing body 

such information on policing matters that the body may require the chief 
officer to give. 

 
(2)  Such information must be in the form (if any) specified by the elected local 

 policing body. 
 

(3)  The elected local policing body may- 
(a)  arrange for such information to be published, or 
(b)  require the chief officer of police to arrange for such information to 

be published. 
 
(4) It is for the elected local policing body to determine the manner in which 

information is to be published in accordance with subsection (3) (a) or (b). 
 

(5) In this section “policing matters” means matters connected with the policing of 
the relevant police area. 

 
4.4 Section 79 of the 2011 Act requires the Secretary of State to issue a Policing 

Protocol, namely a document setting out, or otherwise making provision about, 
the ways in which PCCs, Police and Crime Panels and Chief Constables should 
exercise functions so as to encourage, maintain and improve working 
relationships and limit the overlapping or conflicting exercise of functions.  

 
4.5  Paragraph 19 of the Protocol states: 
 

 “In order to enable the PCC to exercise the functions of their office effectively, 
they will need access to information and officers and staff within their force area. 
Such access to any information must not be unreasonably withheld or obstructed 
by the Chief Constable and/or fetter the Chief Constable’s direction and control of 
the force.” 

 
4.6  In order for DP to provide relevant, adequate and not excessive information to 

DPCC, DPCC will on occasions, need to make requests for information.  On 
occasion, this will include personal data such as the name and address of a 
public contact who has asked DPCC to help resolve a query. 

 
4.7  Sharing of personal data on a day to day basis under this agreement will 

generally be undertaken by methods described in section five. 
 
4.8  Managerial oversight of the provision of information under this MOU will be 

conducted by the individuals identified in the following paragraphs.  
 
4.8 (i) In the case of DP, DPCC would liaise with a member of the Chief Constable’s 

Staff Office based at Police Headquarters, or other relevant department. 
 

http://www.legislation.gov.uk/uksi/2011/2744/made
http://www.legislation.gov.uk/ukpga/2011/13/section/36/enacted#section-36-3
http://www.legislation.gov.uk/ukpga/2011/13/section/36/enacted#section-36-3-a
http://www.legislation.gov.uk/ukpga/2011/13/section/36/enacted#section-36-3-b
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4.8 (ii) In the case of DPCC, the primary contact will be via the Chief Executive or their 
 nominated individual. 

 
4.9  This agreement should not therefore be regarded as an information sharing 

protocol, which typically would set out the information that can be lawfully 
provided by one Party to another, the legal basis for doing that and the process 
to be followed before information can be shared, but rather a Memorandum of 
Understanding which facilitates the lawful handling of data owned by the 
respective Controllers and to ensure it is lawfully shared. 

 
4.10  It is necessary for the Parties to share data in order to secure the maintenance of 

an efficient and effective police service for Dorset, by complying with the 
statutory responsibilities, including:  

 
• Scrutinising, supporting and challenging the overall performance of DP 

including against the priorities agreed within the Police and Crime Plan; 
• Holding the Chief Constable to account for the performance of DP’s officers 

and staff; 
• Maintaining an efficient and effective police force for the police area; 
• Entering into collaboration agreements with other police and crime 

commissioners, other policing bodies and partners that improve the efficiency 
or effectiveness of policing for one or more policing bodies or police forces in 
consultation with DP Chief Constable (where this relates to the functions of 
the police force, then it must be with the agreement of the Chief Constable); 

• Scrutinising and reviewing complaints against DP, its officers and staff; and 
• Managing complaints against the Chief Constable, and ensuring that DPCC is 

kept informed in such a way as to enable DPCC to discharge their statutory 
obligations in relation to complaints in a regular, meaningful and timely 
fashion. Serious complaints and conduct matters must be passed to the 
Independent Office for Police Conduct in line with legislation. 
 

 These matters taken together shall be herein after referred to as “the Purpose”. 
  
4.11 Providing information to DPCC must not fetter, restrict or restrain DPs direction 

and/or control of the police force, nor prejudice ongoing or potential 
investigations or prosecutions by the force or other parties.  In circumstances 
where it is felt that the provision of information may fetter, restrict or restrain DP’s 
direction and control or prejudice ongoing investigations or prosecutions, this will 
be referred to DPCC’s Chief Executive by the appropriate DP Chief Officer. 

 
 4.12 Further, providing information in this way must not contradict any legal obligation 

upon either Party to this agreement that precludes the sharing of information. 
 
 4.13  This agreement reflects the general principles of information handling including 

secure transmission, disclosure, retention and disposal to be adopted to maintain 
the relevant protection of information held by DP in accordance with the 
Government Security Classification and 2018 Act. 

 
5. Data Provision 
 
5.1 The data is provided for the Purpose. This may require access to the data, which 

has been previously protectively marked by either Party under the Government 
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Security Classification and will include personal and/or sensitive / special 
categories of data.  

 
5.2 Information will be made available in accordance with the following process 

models, with the most appropriate option used according to the circumstances: 
 

• Request and Respond – via telephone, email, fax and letter. 
• At a Meeting – held with representatives of the Parties during the course of 

the meeting parties may disclose relevant information as necessary. 
• ‘Self-Service’ – direct access to certain information. 

 
5.3  Information shared will be provided using the following communication methods, 

  with the most appropriate being used according to the circumstances: 
 

• Verbally (e.g. either face to face meetings or via the telephone). 
• Digitally – e.g. via email, text, through access to an IT System, via digital 

media, via screen etc. 
• Hard copy – e.g. via completed forms, print outs, other documents, reports, 

memoranda, business cases, minutes of meetings etc. 
 
5.4  The sharing will be undertaken by the individuals identified in Clause 4.8 above, 

or any employee of the Parties provided their role permits them to provide or 
receive such data and the information is shared as part of the execution of their 
duties and any other individuals nominated by them as being permitted to do so 
as is necessary to effectively discharge this agreement and ensure the 
requirements of the primary legislation outlined in 4.3 are met.  

 
5.5  Access to data held by DP will include: 
 

• Human Resources’ personal and employment records of senior officers and 
staff; 

• Pensions data; 
• Financial data; 
• Up to and including OFFICIAL SENSITIVE operational data; 
• Details of complaints made against police officers and/or police staff; 
• Up to and including OFFICIAL SENSITIVE commercial data; 
• Performance data; and 
• Appeals data. 

 
5.6  Access to data held by DPCC will include: 

• Human Resources’ personal and employment records of PCC staff; 
• Human Resources’ personal and employment records of senior officers; 
• Vetting data for staff, volunteers, independent members, contractors etc; 
• Financial data (including personal bank details for expense / salary 

payments); 
• Details of correspondents, complainants and complaints received by DPCC 

that need to be dealt with by the police; 
• Up to and including OFFICIAL SENSITIVE commercial data (including 

tenders and contracts); and 
• Details of correspondents where DPCC has received communication from a 

person and it is believed there is serious and imminent risk to public health, 
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national security, or a need to protect other people from risks of serious harm 
or death, or to prevent or detect serious crime. 

 
5.7 Personal information being shared will be in accordance with Data Protection Act 

2018 and GDPR e.g. on an adequate, relevant and not excessive basis.  It is 
recognised by all Parties concerned that good practice, wherever possible, is to 
share specific fields of information rather than an excessive amount i.e. not to 
share more fields of information than are necessary to resolve a query or 
complaint or to discharge official duties. 

 
6.  Use, Disclosure and Publication 
 
6.1  The data will be used solely for the Purpose and will be exchanged on a lawful 
  and fair basis. 
 
6.2  The data shared as part of the MOU will not be disclosed by either Party to any 

third party and/or partner organisation without the written authority of the other 
party except as in accordance with legal responsibilities. 

 
6.3  Access to the data will be restricted to the appropriate organisation and any other 

representatives involved in the processing of the data in pursuance of the 
Purpose. 

 
6.4 No steps will be taken by either Party to contact any data subject identified in the 

data, except as is necessary to ensure either Party can effectively discharge their 
statutory responsibilities within the Purpose.  

 
For example, even though a schedule three condition might be satisfied in 
respect of a complaint, the processing must also be fair and lawful.  In the great 
majority of cases data controllers will be able to release sensitive personal 
information about the particular member of the public without advising them of 
this, provided the disclosure is reasonable and necessary.  In exceptional 
circumstances an organisation responding to a complaint may need to contact 
the member of the public to inform them of a planned disclosure; for example, 
where an organisation intends to disclose particularly sensitive information which 
could cause distress to the individual. In such circumstances the obligation to 
process fairly and lawfully – which includes respecting a duty of confidentiality - 
could mean that the individual should be alerted to the intended disclosure and 
consent obtained. 

 
7.  Use, Disclosure and Publication 
 
7.1  Except as specified in clauses 5.2 and 5.3 any Party relying on information from 

the other party shall not use, divulge or communicate to any person (other than 
those members of staff who are under the direction and control of the Party 
relying on the information in order to fulfil the Purpose) without the prior written 
authority of the party providing the information. 

 
7.2  In accordance with Article 5(1)(f) personal data shall be processed in a manner 

that ensures appropriate security of the personal data, including protection 
against unauthorised or unlawful processing and against accidental loss, 
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destruction or damage, using appropriate technical or organisational measures 
(‘integrity and confidentiality’). 

 
7.3  By signing this document, both Parties confirm that any individuals involved in 

the Purpose and to whom police data is disclosed under this Agreement are 
aware of their responsibilities in connection with the use of that police data and 
that they are suitably vetted in accordance with the recognised police vetting 
standards. 

 
7.4  Respect for the privacy of individuals will be afforded at all stages of the Purpose. 
 
7.5 The Non-disclosure clause above shall not apply under the Data Protection Act 

2018, where a disclosure of personal data is lawfully permitted in the following 
circumstances: 

 
• Prevention or detection of crime or the apprehension or prosecution of 

offenders; 
• Required by an enactment, a rule of law or an order of a court; 
• For the purpose of, or in connection with legal proceedings (including 

prospective legal proceedings).  This includes the purpose of obtaining legal 
advice or as otherwise necessary for the purposes of establishing, exercising 
or defending legal rights. 

 
 If any of the above applies, the relevant Party shall immediately notify the other 

Party in writing of any such requirement for disclosure of the police data in order 
to allow the data controller to make representations to the person or body making 
the requirement. 

 
8.  Retention, Review and Deletion 
 
8.1  No Party will retain data provided by the other Party, once its use to comply with 

a responsibility cited within the Purpose of this agreement is no longer relevant.  
 
8.2  Both Parties will apply suitable records management for retention, review and 

deletion of shared data. 
 
8.3   Either Party may be asked to confirm in writing at any point that the shared data 

has been securely destroyed where appropriate to do so. 
 
9.  Security 
 
9.1 DPCC recognise that DP has obligations relating to the security of data under the 

Data Protection Act 2018, the Official Secrets Act 1989, Her Majesty’s 
Government Security Policy Framework, and the National Policing Community 
Security Policy.  DPCC will continue to apply those relevant obligations as 
detailed below on behalf of DP during the term of this Agreement. 

 
9.2  Both Parties agree to apply appropriate security measures, commensurate with 

the requirements of Article 5(1)(f) which states that ‘personal data shall be 
processed in a manner that ensures appropriate security of the personal data, 
including protection against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using appropriate technical or 
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organisational measures (‘integrity and confidentiality’)’.  In particular, both 
parties shall ensure that measures are in place to do everything reasonable to: 

 
• Make accidental compromise or damage unlikely during storage, handling, 

use, processing, transmission or transport; 
• Deter deliberate compromise or opportunist attack; and 
• Promote discretion in order to avoid unauthorised access. 

 
9.3  Additionally, for information protectively marked OFFICIAL and above, additional 

security measures compliant with the HMG Security Policy Framework: 
protecting government assets shall be applied.  

 
9.4  Both parties will ensure that the personal data accessed is not used other than 

as identified within this agreement, and that the agreement is complied with. 
 
9.5  Breaches of data security will be reported to the Police via the ‘Security Report’ 

form as at Appendix two.  
 
9.6  Both parties agree not to use the services of any sub-contractors in connection 

with the processing of any other parties’ data, without the prior written approval of 
the other party. 

 
10.  Complaints 
 
10.1  Both Parties agree that should they receive any complaint concerning information 

provided by the other Party they will advise the other Party as soon as possible 
and in any case prior to responding to the complaint. 

 
11.  Certification.  
 

Signed on behalf of the Chief Constable of Dorset Police  
 
James Vaughan 4/1/19 

 
 
Signed on behalf of Dorset Police and Crime Commissioner  
 
Martyn Underhill 4/1/19 
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Appendix 1 

 
1. Data Protection and Human Rights 
 
2. The Parties agree and declare that the data accessed pursuant to this Agreement 

will be used and processed with regard to the rights and freedoms enshrined within 
the European Convention on Human Rights. Further, the Parties agree and 
declare that the provision of data is proportionate, having regard to the purposes of 
the Agreement and the steps taken in respect of maintaining a high degree of 
security and confidentiality. 

 
3. The Parties undertake to comply with the provisions of the General Data Protection 

Regulation and/or Data Protection Act 2018 and to notify as required any 
particulars as may be required to the Information Commissioner’s Office (ICO).  

 
4. The receipt by either Party from any data subject of a request to access the data 

covered by this Agreement must be reported immediately to the person nominated 
below representing the Controller, who will arrange the relevant response to that 
request. 

 
5. If any Party receives a request under the subject access provisions of the Data 

Protection Act 2018 and personal data is identified as belonging to another Party, 
the receiving Party will contact the other Party to determine the appropriate action 
to be taken. 

 
6. It is acknowledged that where a Party cannot comply with a request without 

disclosing data relating to another individual who can be identified from that data, 
he is not obliged to comply with the request, unless; 

 
i. The other individual has consented to the disclosure of the data to the person 

making the request; or 
 

ii. It is reasonable in all the circumstances to comply with the request without the 
consent of the other individual.  In determining whether it is reasonable, 
regard shall be had, in particular, to:- 

 
• Any duty of confidentiality owed to the other individual; 
• Any steps taken by the data controller with a view to seeking consent of 

the other individual; 
• Whether the other individual is capable of giving consent; 
• Any express refusal of consent by the other individual. 

 
7. If either Party receives a request for data under the provisions of the Freedom of 

Information Act 2000 identified as belonging to the other Party, the receiving Party 
will contact the other Party to determine the appropriate action to be taken. 
 

8. Where the Processor receives a request for data under the provisions of the 
Freedom of Information Act 2000 in respect of data provided by or relating to a 
Controller, the relevant Processor will contact the person nominated below to 
determine the appropriate action to be taken. 

 



 
OFFICIAL 

Page 10 of 15 
 

9. The following personnel are nominated by both Parties to assume responsibility for 
data protection compliance, notification, security, confidentiality, audit and co-
ordination of subject rights and Freedom of Information: 

 
Nominated Post holder Organisation 
Alliance Data Protection & 
Information Sharing Manager 
 

Dorset Police 
 

Alliance Freedom of Information 
Manager or Officer 
 

Dorset Police 

Chief Executive or nominated 
individual  

Dorset Police and Crime 
Commissioner 
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Appendix 2 
 
 
Security Report 
 
 
From 
 

Dorset Police and Crime Commissioner 

To 
 

Alliance Data Protection & Information Sharing 
Manager Dorset Police 
 

Date 
 

 

 
Location of Premises: 
 

 

Person Reporting: 
 

 

Date and time of occurrence/came 
to notice: 

 
 

 
Brief details including impact : 
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Appendix 3 
 

GDPR Term Definition Source 
Competent Authority (1) In this Part, 

“competent authority” 
means— 
(a) a person specified or 
described in Schedule 
7, and 
(b) any other person if 
and to the extent that 
the person has statutory 
functions for any of the 
law enforcement 
purposes. 

DPA Part 3, Chapter 1 
(30) 

‘The law enforcement 
purposes’ 

For the purposes of this 
Part, “the law 
enforcement purposes” 
are the purposes of the 
prevention, 
investigation, detection 
or prosecution of 
criminal offences or the 
execution of criminal 
penalties, including the 
safeguarding against 
and the prevention of 
threats to public 
security. 

DPA Part 3, Chapter 1 
(31) 

Consent Any freely given, 
specific, informed and 
unambiguous indication 
of the data subject’s 
wishes by which he or 
she, by a statement or 
by a clear affirmative 
action, signifies 
agreement to the 
processing of personal 
data relating to him or 
her. 

GDPR 
Article 4(11) 



 
OFFICIAL 

Page 13 of 15 
 

Controller The natural or legal 
person, public authority, 
agency or other body 
which, alone or jointly 
with others, determines 
the purposes and 
means of the processing 
of personal data; where 
the purposes and 
means of such 
processing are 
determined by Union or 
Member State law, the 
controller or the specific 
criteria for its nomination 
may be provided for by 
Union or Member State 
law. 

GDPR 
Article 4(7) 
 
DPA Part 3, Chapter 1 
(32)(1) 

Processor A natural or legal 
person, public authority, 
agency or other body 
which processes 
personal data on behalf 
of the controller. 

GDPR 
Article 4(8) 
 
DPA Part 3, Chapter 1 
(32)(3) 

Data subject and identifiable 
natural person 

One who can be 
identified, directly or 
indirectly, in particular 
by reference to an 
identifier such as a 
name, an identification 
number, location data, 
an online identifier or to 
one or more factors 
specific to the physical, 
physiological, genetic, 
mental, economic, 
cultural or social identity 
of that natural person. 

GDPR 
Article 4(1) 

Personal data Any information relating 
to an identified or 
identifiable natural 
person (‘data subject’). 

GDPR 
Article 4(1) 

Personal data breach A breach of security 
leading to the accidental 
or unlawful destruction, 
loss, alteration, 
unauthorised disclosure 
of, or access to, 
personal data 
transmitted, stored or 
otherwise processed. 

GDPR 
Article 4(12) 
 
DPA Part 3, Chapter 1 
(33)(3) 
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Processing Any operation or set of 
operations which is 
performed on personal 
data or on sets of 
personal data, whether 
or not by automated 
means, such as 
collection, recording, 
organisation, 
structuring, storage, 
adaptation or alteration, 
retrieval, consultation, 
use, disclosure by 
transmission, 
dissemination or 
otherwise making 
available, alignment or 
combination, restriction, 
erasure or destruction.  

GDPR  
Article 4(2)  

Public authority or body  The GDPR does not 
define this; the WP29 
“considers that such a 
notion is to be 
determined under 
national law. 
Accordingly, public 
authorities and bodies 
include national, 
regional and local 
authorities, but the 
concept, under the 
applicable national laws, 
typically also includes a 
range of other bodies 
governed by public law” 

GDPR Article 29 
Working Party (WP29) 
‘Guidelines on Data 
Protection Officers 
(‘DPOs’)’ 
 

Special categories of 
personal data  

Processing of personal 
data revealing racial or 
ethnic origin, political 
opinions, religious or 
philosophical beliefs, or 
trade union 
membership, and the 
processing of genetic 
data, biometric data for 
the purpose of uniquely 
identifying a natural 
person, data concerning 
health or data 
concerning a natural 
person’s sex life or 
sexual orientation. 

GDPR  
Article 9(1)  
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Third party  
 

A natural or legal 
person, public authority, 
agency or body other 
than the data subject, 
controller, processor 
and persons who, under 
the direct authority of 
the controller or 
processor, are 
authorised to process 
personal data. 

GDPR  
Article 4(10)  

Schedule 3 condition Schedule 3 makes 
provision restricting the 
application of rules 
contained in 
Articles 13 to 21 of the 
GDPR to health, social 
work, education and 
child abuse 
data, as allowed for by 
Article 23(1) of the 
GDPR. 

GDPR Articles 13 to 21. 
 
DPA Schedule 3 
 

Data Subject Access Right 
 

Data subject is entitled to 
obtain from the 
controller— 
(a) confirmation as to 
whether or not personal 
data concerning him or her 
is being processed, and 
(b) where that is the case, 
access to the personal 
data and the information 
set out in subsection (2). 

GDPR  
Article 15, 20. 
 
DPA Section 45, 
Part 7 (185)(4) 
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